GDPR and DATA Privacy –what it means to business in the UAE
The urgent need to adopt information management solutions for GDPR compliance.
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By Kate McKay, of St Andrews Management Centre

The EU General Data Protection Regulation (GDPR) is set to replace the Data Protection Directive 95/46/ec and will become effective on May 25. Its implementation will lead to a greater degree of data protection consistency across all member states within the EU as well as Norway, Liechtenstein and Iceland. 

It is a vast and complicated process that requires all large and small businesses, in all regions and in all industries, to strengthen protection of personal data of all EU citizens – and the reach of this legislation will extend globally including the UAE.

Any organisation that does business in or holds data on residents of the European Union needs to be able to identify, secure, and lawfully process personal data. If not working towards becoming fully GDPR compliant, organisations will face fines of 20 million euros or four per cent of revenue, whichever is greater.  While the originator of data remains the Data Controller, under GDPR anyone who processes that data is also responsible. For example, if a tech company houses, handles, or exchanges the personal data of any EU citizen it will be required to be GDPR compliant within its role as processor whilst also complying with its own GDPR obligations.

Gulf News reported back at the end of January 2018 that Younis Haji Al Khouri, Under-Secretary at the Ministry of Finance had emphasised the ‘importance of protecting personal data for financial transactions, in light of the digital revolution and the increasing global trends to protect individuals from the misuse of their personal information or violation of their privacy’ when marking Data Privacy Day.  He also reaffirmed the UAE’s commitment to protect the rights, data and personal information of individuals, and to provide a clear privacy policy.

Any new regulation has some sort of impact on an organisation’s resources, and the GDPR is no different.  It will require businesses to account for their processing of personal data and this will involve carrying out a data audit including how data flows through your business and shared externally.  

With the exponential growth in technology usage within businesses over the past 5 – 10 years including those unsanctioned apps or cloud storage facilities, isn’t it about time to get sight of all that unstructured data that looms below the sight of senior management?Data Security in the GCC
According to Gemalto’s 2016 Breach Level Index report, 1,792 data breaches worldwide led to almost 1.4 billion data records compromised worldwide during 2016, an increase of 86 per cent compared to 2015.

Data breaches in the Middle East were up by 16.67 per cent to 21 in 2016 compared to 18 in 2015 and 45.2 million data records were compromised compared to 38.5 million a year ago.

Identity theft was the leading type of data breach in 2016, accounting for 59 per cent of all data breaches while 52 per cent per cent of the data breaches in 2016 did not disclose the number of compromised records at the time they were reported.


Getting the consent of the data owner is one way to comply with the GDPR, but it’s not the only way.  For processing to be lawful under the GDPR, it has to be tied to one of six conditions: consent, contract, legal obligation, vital interests, public task, and legitimate interest. So, choose the lawful basis most appropriate to the activity.

Finally, the fines are not prescriptive, and I’ll eat my hat if we ever see such penalties enforced. Rather businesses should concern themselves mostly with the non-pecuniary risks such as reputational damage and business disruption.  That goes way beyond increased fines – think brand damage, a subsequent loss of custom and operational risk.
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